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What i1s Bie Data'?

40 ZETTABYTES

Basic attributes (Kitchin, 2014)

* High-volume

* High-velocity

* High-variety

* Exhaustivity (n=all)
* Fine resolution

e Relationality

* Flexibility

Velocity

ANALYSIS OF
STREAMING DATA

Ref. Bollier, 2010 and Kitchin, 2014

© IBM. All rights reserved. This content is excluded from our Creative Commons
license. For more information, see http://ocw.mit.edu/help/fag-fair-use/.
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Security

Using Predictive Analytics to Improve City Services

FDNY’s Risk Based Inspection System (RBIS)

Original model

Original model
over-predicted
fires in Downtown
Brooklyn, Park
Slope and Bay §

Updated model

Updated model accurately
reflects risk in West
Bronx, Downtown, and
Far Rockaways

Y a

Actual fires

Observed fire
frequency, 2011 to present

New York City

Courtesy of Mayor's Office of Data Analytics. Used with permission.




Security
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This image is in the public domain.




Securitvy

Future Attribute Screening Technology

This image is in the public domain.
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Richard Berk’s algorithm that predicts if a criminal released from jail will be involved
in an homicide. 6
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SEeIvices
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SEeIrvices
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© Microsoft. All rights reserved. This content is excluded from our Creative Commons
license. For more information, see http://ocw.mit.edu/help/fag-fair-use/.



http://ocw.mit.edu/help/faq-fair-use/

Research

PA— CY- I {1
AR . . g1 [l [ vemy 3 8 O 7 "8 5l I3 P & emcem
W Fragect 1 ) L]
» [ e |
=% srmtled® § AL
=2 wntled™ § K1
=2 ercitied™ @ B2 -
=2 wonitied® @ A2 -
Pty o s o0 &,,.“_,.,,w‘ > L“uI\ul:c LNL, Deh
o 0 U_valocrty (19, 14, 181, 16
Duta ot Cignsd —
Dems 1 -
Chyph Aeray Shine . ~ ‘- (1]
Chpd Vol Mot Yaempmen Papeaey
i v , w =
Hewrmeiias w0l cova -
Scalar Pt mn—-— Optren
Straamioe Scer Sikce Plane Opacity Help
Vactor Pot Isevsriace Opaciry Codortar
Volume mafortace y WR Tramder Funcion Scalke Bepet
Voume Renderog Croose Cowrmap
Vorme L er ‘ Isosariace Level Rangs
gt |8 Colyrmag SWwabke
Pl Animaton
= w2 WR Trarsler Function Opacity
e el Corfgu slon VR Tranifer Fumcton Cragh
— == LW'J TR Zendl Wind Srrpamer Sale
ac-comp | -geoss
ASnshae Vaiee .
CUl emiing
o ey = e vl iham G WH Tracates §uscnas Soale
o
3 [
{ b0}
Rarge e
O 0004
Erer Save
il Y ] - e
. i Agtrws Pioty:
- J 1 Voo maamserer
UV AT - - LV AT

© NASA. All rights reserved. This content is excluded from our Creative Commons
license. For more information, see http://ocw.mit.edu/help/fag-fair-use/.

NASA Center for Climate Simulation
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Ethical challenoes

Potential consequences of Big data misuses and
abuses (Bollier, 2010):

* imperil consumer freedom
* imperil civil security

* imperil personal privacy

* imperil of civil liberties




Dataveilllance

Definition: “systematic monitoring of people or
groups, by means of personal data systems, in
order to regulate or govern their behavior.”

(Degli Esposti, 2014)

Applications:

* Recruitment and retention
e Customer loyalty

* Supply chain efficiency

e Security and risk prevention

11



Dataveilllance

IDENTIFICATION ANALYTICAL
AND TRACKING INTERVENTION

(fm@ &x\l

RECORDED C./) BEHAVIORAL
OBSERVATION & MANIPULATION

FEEDBACK
LOOF

Figure 1. Relationship among the four categonies of actions of dataveillance

© Surveillance & Society (Sara Degli Esposti). All rights reserved. This content is excluded from
our Creative Commons license. For more information, see http://ocw.mit.edu/help/fag-fair-use/.

(Ref. Degli Esposti, 2014)
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Dataveilllance

Main problems:

* unequal relationship between cie & customers
* happens without our knowledge (panopticon)

(Ref. Degli Esposti, 2014)
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Civil Iiberties

People could eventually:

e pay more for health insurance

oe excluded from health coverage

oe denied a loan

oe subjected to profiling or extra scrutiny
oe kept in jail

oe arrested before committing a crime

e found guilty by association

(Ref. Mayer-Schonberger and Cukier, 2014)
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Civil Iiberties

Accusing a person of a possible behavior
would:

negate the very foundation of our justice
(presumption of innocence and
responsibility of people)

deny human volition and free will
exonerate us from any responsibility

(Ref. Mayer-Schonberger and Cukier, 2014)
15



Civil Iiberties

Should we accept to limit our individual
freedom and rely on big data analytics for
the common good?

Can big data analytics help us to avoid
gender discrimination and racial profiling?

(Ref. Mayer-Schonberger and Cukier, 2014)
16



Privacy and
civil liberties

Strategies currently in place:

* notice and individual consent
* opting-out

* anonymization

* hacking privacy violators

(Ref. Mayer-Schonberger and Cukier, 2014)
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Privacy and
civil liberties

Potential solutions:

* shifting from ‘privacy by consent’ to ‘privacy by
accountability’

* defining new regulations (government or market?)
* redefining the notion of justice to preserve human agency
e opening the access to datasets and algorithms (transparency)

 mandating impartial experts to certify the algorithms and the
interpretations

* blurring datasets (differential privacy)
* specifying how people can disprove a prediction about them

(Ref. Mayer-Schonberger and Cukier, 2014)
18



Privacy and
civil liberties

Potential solutions (Bollier, 2010):

e erasing data after a given period of time

e giving to people the right to take possession of their data
* |imiting data collection to what is needed

e favouring self-discipline by introducing new social norms

* gaming the system by voluntarily altering our behavior
(Nissenbaum)

* being proactive

19



Viethodologeical
implications

Paradigm shift — Big data requires researchers to:

e deal with the abundance and embrace messiness
e conduct research with no precise question in mind

e gain insights from data (induction) instead of testing
theories by analyzing data (deduction)

e use hundreds of algorithms instead of selecting one

e stop obsessing with causality and be satisfied with
correlations

(Ref. Kitchin, 2014)

20



Viethodologeical
implications

Advantages of big data compared to traditional scientific
methods:

 reduces the risk of error and bias associated with
sampling (but can also face problems)

e provides the opportunity to create more dynamic and
sophisticated models (but does not offer certainties)

* helps finding correlations that no theory can identify
(but can lead to serious fallacies)

e allows to consider data once perceived as “noise”

(Ref. Kitchin, 2014)
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Viethodologeical
implications

TWO SCHOOLS OF THOUGHT

Empiricist (business):

* Big data can speak for themselves without the need of theories, models or
hypothesis (fallacious)

* Big data analytics are free of human bias. They can be interpreted by
anyone and their meanings transcend contexts (fallacious)

Data-driven science (academia)

e Use of existing theories and concepts to analyze the datasets
e Use of big data to identify good questions and formulate hypothesis

e Use of datasets for answering questions that these datasets were not

designed to answer (problem)
(Ref. Kitchin, 2014)
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Viethodologeical
implications

Alternative path suggested by Kitchin (2014):

* Drawing on critical theory to frame how the
research is conducted and how the results are
interpreted.

* Admitting that research is never ideologically
neutral and objective.

* Complementing big data studies with small data
studies.

23
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Additional Resources

Examples of Big Data:
Public Health

Flu trends from around the world
Patients Like Me

CareCloud

Mini-Sentinel

23 and me
RateMDs

— Security

Centrifuge Systems

TransHeat Application

Censors in car seats

Finance & Business

| Know First - Daily Market Forecast
FarmVille 2
The Numbers - Where Data and Movie Business Meet

25


http://www.thehindubusinessline.com/news/international/how-google-got-us-flu-prediction-wrong/article5784929.ece
https://www.patientslikeme.com/
http://www.carecloud.com/
http://www.mini-sentinel.org/data_activities/
http://centrifugesystems.com/
http://www.wsj.com/articles/SB10000872396390444772804577621950655761214
http://www.gizmag.com/heart-rate-sensing-car-seat/32997/
http://iknowfirst.com/
https://zynga.com/games/farmville-2
http://www.the-numbers.com/
https://www.23andme.com/
https://www.ratemds.com/

Additional Resources cont.

— Services
* Inrix
e TripAdvisor
* CitySense
— Research

* Marine Explore
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http://inrix.com/
http://www.tripadvisor.com/
https://www.sensenetworks.com/products/macrosense-technology-platform/citysense/
http://marinexplore.org/
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